
 

 



INTRODUCTION 

With a ground-breaking development, variety of possibilities of opportunities, events, 

problems, solutions, and new dynamics crash into our lives. Internet technologies, which 

increasing number of people consider an integral part of life now, have become the new 

architect of present and the future by shaping dynamics of our interaction with the world. 

Ongoing technological revolution opens a window to everything that can be imagined about a 

new space or invention that involves complex characteristics of human. Gradual introduction 

of benefits and the side effects also brought long debates. In parallel with the increased 

accessibility to these technologies, crimes committed via information systems are also emerged 

and increasing with recursive interactions of communications technologies with their associated 

societal processes. Cybercrime is a type of crime that targets the security of an information 

system and/or its data and/or its user and is committed by using the information system. Despite 

the possibilities of harmful use, the internet is serving to businesses, officials, organizations and 

individuals with its role in communication, interaction, information sharing and more. In a study 

on the history of the Internet compiled with the contributions of many academics who are 

experts in their fields, internet was defined as “a global broadcasting function, a mechanism for 

disseminating information, and a medium for collaboration and interaction between individuals 

and computers regardless of geographic location”.1 When we expand the statement  “regardless 

of geographic location”, it can be discussed what effects the shortening or elimination of the 

distances will have. The fact that geographical proximity does not matter to have knowledge of 

each other has been a development that has the power to change the dynamics of politics, 

intercultural communication, and social movements. The power of instant communication and 

information, the effects of all kinds of online civic engagements have brought many 

perspectives and reactions to societies.  

 

In addition to positive effects such as awareness of societal events brought about by the unity 

of the world, the strengthening of networks among people and the facilitation of interaction, the 

emergence of new problems has become inevitable. For this reason, understanding, analyzing, 

defining and separating these issues will be important in terms of creating a healthier social 

environment. The cyber world, which is a figurative space to define the world created within 

the scope of the internet2, hosts these new problems, crimes, and actions as they are in the 
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physical world. The aim of this study is to focus on issues of definitions from the cyber world 

that are often confused with each other such as cyberterrorism and hacktivism by interpreting 

them based on different layers of the cyber world, and to reinforce the difference of these 

definitions by giving examples of the definitions put into practice. The focus will be on the 

concepts of cyberspace, cybercrime, cyberterrorism, online activism, hacktivism and and 

finally the differences will be discussed. The important point to be noted is that the structure of 

the actions should be the determining factor, and no matter how the group defines itself or how 

it is defined by others, it is the structure that will give the real identity of the action. Because 

although the group defines itself as an activist, if the actions become destructive and create an 

atmosphere of fear, terrorism is mentioned, and in the same way, some individuals or groups 

judged by states to be terrorists are just activists.  

HOW REAL IS THE CYBERSPACE? 

The right way to clarify the confusion of concepts would be to start with “cyberspace”, which 

incorporates other concepts in this discussion. The hard-to-follow dynamism of the digital 

world leads to the diversity of definitions, and the literature adds new components to the 

definitions by constantly updating itself. In a 12-year-old study on the cyberspace definition3, 

by adding human and time components to the definitions back in that time, cyberspace was 

defined as “time-dependent set of interconnected information systems and the human users that 

interact with these systems”. One of the most important points emphasized in the study was 

human factor in cyberspace which highlights that cyberspace should not be defined as an 

abstract concept because it arises from the need, existence, and interaction of real people. 

Continuing on the path by accepting this aforementioned human fragment of cyberspace as a 

key point offers the opportunity to define other concepts related to the digital world better. On 

the other hand, when the subject is approached from a technical point of view, it can be 

concluded that the consists of components such as the “World Wide Web, intranets (private 

internets), extranets (internets with restricted memberships), and all other networks using 

different protocols (detailed operational specifications) from the internet4”. From a broader 

perspective, it is possible to divide the cyberspace environment into three layers which are (1) 
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physical layer, which includes geographic and physical network components, (2) social layer, 

that includes real persons (persona) and logical identities (cyber persona), and lastly (3) logical 

layer, which operates as a bridge between physical and social layers5. When the components of 

social layer cannot be adequately examined, people tend to misconceive the actions in the cyber 

world only based on the tools or methods used by actors. But in fact, although the cyber studies 

are under the title of “cyber”, there is no sharp distinction between cyber world and real world 

since all the actions in the cyber world have a counterpart, value and meaning in the physical 

world. This fact might be even more valid for the cyber activities that are driven by political 

and social motives such as hacktivism or cyberterrorism than some others since they might lead 

to positive or negative social, economic, and political consequences that can be considerably 

effective or serious. Although the actions are initiated or take place in the digital world in some 

phases of these activities, the aim is to draw attention to a particular societal issue, damage 

particular institution, organization or government, support or harm a specific group which 

means the actions create change in the “real” world. So that, “cybersecurity is no longer the 

remit only of private or corporate practitioners but has become a complex site of interaction 

between a very wide range of people, organizations and technologies, especially in statist 

discourses”.6 In addition to this reality, most of the cyber-attacks have not yet been addressed 

by the international existing legal bodies or adequate studies have not been carried out.7 

CYBERCRIME 

Crime is a dynamic and social phenomenon which its dynamics varies within societal 

conditions. As the internet becomes extremely integrated into society, both social interactions 

and business or organizational networks started to take place online. This attachment to the 

Internet and the migration of society to computers has brought the concept of crime on the street 

to digital platforms by adding components of computers and networks. The types of crimes 

encountered in daily life are also frequently visible on the internet due to today's technological 

possibilities: illegal publications, credit card frauds, copyrighted software, etc. With the 
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possibilities provided by information technologies and which cannot be said to be adequately 

controlled, crimes are enabled to be committed in a way that cannot be imagined in the very 

recent past. In his participation in Craig Mundie's podcast Darknet Diaries, a former adviser to 

Bill Gates mentions that there are simply three main categories of attacks: spray-and-pray 

attacks, targeted attacks, and APTs (Advanced Persistent Threats). 8 The first of these has been 

defined general way of scanning the internet and trying to find vulnerabilities that can be 

attacked. The second, targeted attacks, specifically target a group or individual. APTs are more 

sophisticated attacks with more motivation and resources. 

 

One of the problems in tracing these offences is that people can hide themselves behind 

anonymity shield of cyberspace. In this regard, each country may have a different point of stand, 

and the existence of even individual differences have made this issue a controversial one. While 

for some, online anonymity is something that should be protected for many reasons such as 

“protection of right to seek, receive and impart information”9, for others it should be regulated 

since it creates extreme challenges on the way to reach criminals. Even though anonymity is 

used by hobby hackers or hacktivist groups, majority of cybercrime cases are financially 

motivated.10 From a gameplay point of view, where random people were targeted by hackers 

who wants to test and demonstrate their abilities, cyberattacks now have mainly become 

organized crime with deep financial gains. In any case, information technology tools such as 

“cloud computing” create “loss of location” for attackers and this leads to challenges against 

collecting the electronic evidence for prosecution11. Since perpetrators have lower probability 

of being detected with the limitations arise from territoriality, number of cases have been 

increasing and complicating the issue given the increased dependence to internet of things and 

software. To summarise the discussion in one statement: “although there is an increased need 

for the protection of anonymity in today’s digital environment, there also an increased need for 

governments to protect people from cyber-harms”12. In topics such as this, there is no correct 

or wrong answers, yet. 
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Another challenge is that the fact that the scope of internet is across national boundaries makes 

enforcement of law difficult. Inapplicability of law internationally opens more space with low 

probability of being punished which leads encouragement for perpetrators. The concept and 

sanctions of crime, which is defined as an unlawful act that is considered a crime by the laws 

and is subject to criminal sanctions, can only be established or abolished by laws13. For this 

reason, if a behavior is not considered a crime by the law, it is not considered a crime even if it 

is an unlawful behavior. In other words, the criminal rule determines the crime in the legal 

sense. If there is no rule, there is no crime. If we define the concept of crime clearly in this field 

as well, we can then define positive and negative actions prohibited by law under the threat of 

punishment. E.g., hacking can be referred to accessing an information system unlawfully and 

without the consent of the owner, usually with this access many rights can be violated, and a 

door can be opened for other crimes to be committed. The motivation and position of the 

computer in the offence committed is helpful to define and trace the attacks. According to The 

U.S. Department of Justice14, there are three different ways of involvement which are (1) 

computer as a target (e.g., software theft), (2) computer as a weapon (e.g., interference of 

service provided a server), (3) computer as a facilitator (e.g., mail fraud); but all activities that 

violates criminal law and involves computer is considered as computer crime. Even though 

most cybercrimes involve same tools and techniques, all cybercriminals cannot be put in one 

common box and motivation is the main indicator to divide different actors between each other. 

WHAT IS CYBERTERRORISM 

To define cyberterrorism, it will be useful to focus on the concept of terrorism and underline 

the different definitions and perceptions since it is a problematic issue itself by being one of the 

concepts that is widely used but does not have a universal accepted definition. Why is it so 

problematic? The main reason is the subjective nature of the concept. One defines as “the use 

or threat [of action] designed to influence the government or to intimidate the public or a section 

of the public, and the use or threat is made for the purposes of advancing a political, religious 

or ideological cause.”15 It can be mentioned the existence of few main elements, which are (1) 

violence or the threat of violence, (2) against government or public, (3) for certain specific 
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purposes. For instance, it is one of the controversial points and not entirely correct term to use 

that it must be against “public”, regardless of who you are attacking, if the attack is made to a 

weak spot in an unexpected way, the other side does not stand a chance to defend. In this sense, 

the definition can be updated as “violence or the threat of violence against people that cannot 

defend themselves”.  

 

Other captious point that should be discussed is the limits of the purpose for which the terrorist 

actions are carried out, because “political, religious, racial or ideological cause” can include 

almost anything possible and the problem is that who is carrying out this action enables us to 

interpret that action as terrorism. This is not fully objective since the definitions only mention 

about non-state actors and the future existence of objective definitions seems difficult as long 

as the countries themselves are the ones making these decisions. Also, intention of terrorist act 

can be given with different definitions in different countries. For example, while intention of 

terrorist act is defined as “acts committed for political, religious, ethnic or ideological purposes 

suitable to create fear in the population or any section of the population and thus to influence a 

government or public body” in Germany, the same concept is defined in France as “seriously 

and intentionally disrupt law and order”16. Because of these differences, there has been a need 

for a common definition of terrorism in international law to fight terrorism and studies have 

been carried out on this. According to Zeidan17, terrorism does not have a universally accepted 

definition, because countries have different political interests and are in different situations in 

different times. Definitions of terrorism, terrorist and terrorist organization often reflect the 

meaning given by the viewer. In other words, to describe it as a cliché, a terrorist according to 

one side can be a member of national liberation or a freedom fighter according to other side. 

The stretching or distortion of the definition due to political and economic interests has been a 

an obstacle on the way of the fight against terrorism. International organizations have organized 

conventions and seek solutions in order to meet on a common ground in this regard. For 

example, according to the United Nations18 definition of terrorism: 
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Criminal acts intended or calculated to provoke a state of terror in the general public, a group of 

persons or particular persons for political purposes are in any circumstance unjustifiable, 

whatever the considerations of a political, philosophical, ideological, racial, ethnic, religious or 

any other nature that may be invoked to justify them. 

 

Apart from international organizations and institutions, there is a search for a common 

definition of terrorism in academic studies. Nevertheless, in a study on the definition of 

terrorism, the author gives examples from academics who wanted to meet on a common ground 

on terrorism and explained that this search was not very effective and argued that it is necessary 

to understand the relations and interactions of countries in order to see the reasons behind the 

terrorist label.19 It is natural, but complex, that states and individuals have different definitions 

of terrorism according to their own values and interests in defining such critical and powerful 

concepts. Just as history is written by the winners, definitions can be dominated by the strong. 

Most states do not hesitate to define groups that oppose them as terrorists. Given the inadequate 

or unsuccessful effort of international institutions to find a common definition, in order to be 

against biased definitions of governments, it is important to have as impartial academic studies 

as possible.  

 

The fact that terrorism and its consequences bear heavy costs for the societies in the whole 

world is clearly seen. Even though history of terrorism and terrorist acts go back much further, 

terrorist groups have entered more into international actions and interactions, especially through 

the opportunities provided by advanced technologies. These inherent risks of the network 

society, which can occur when terrorist organizations innovate in terrorism techniques. While 

these are the possible threats, if making a single common definition of terrorism is so 

challenging and has not been achieved yet, it is predictable that there may be definitional 

differences regarding cyberterrorism. For similar reasons, discussions on the subject of 

cyberterrorism continue both in the academic community and in other political and international 

institutions. According to Weimann20 

 

Psychological, political, and economic forces have combined to promote the fear of 

cyberterrorism. From a psychological perspective, two of the greatest fears of modern time are 

                                                
19 Petta, De Leon. “Why there is no real difference between a Terrorist Organization and an Organized Crime 

faction, just a matter of interaction towards the State”. Contemporary Voices: St Andrews Journal of International 

Relations, c. 1, sy 1, May 2018, s. 26. DOI.org 
20 Weimann, Gabriel. Cyberterrorism - How Real Is the Threat? United States Institute of Peace, Dec. 2004. 

https://en.wikipedia.org/wiki/Theory_of_justification


combined in the term “cyberterrorism.” The fear of random, violent victimization blends well 

with the distrust and outright fear of computer technology. 

 

At this point, one of the most likely questions that come to mind is: “if which conditions occur, 

the activity in the cyber world can be called cyberterrorism?” When there are so many 

definitions of terrorism, when a “cyber” label is added to it, the discussion becomes more 

difficult and involves many different activities, from “narrow” to “broad” definitions, can be 

examined under the heading of cyberterrorism.21 If cyberterrorism is defined narrowly, it can 

be defined as the result of death of civilians by politically motivated attacks on information 

systems, if we expand the spectrum more, every activity in which terrorists use information 

systems for their activities can be called cyberterrorism.22 Indeed, it is seen that the use of 

violence in the phenomenon of terrorism gains continuity in the social environment and 

provides effectiveness only if some facilitating factors help the aforementioned phenomenon. 

When we think about what these auxiliary elements can be, the convenience provided by 

modern technology comes to mind first, followed by the role of mass media and especially the 

“internet” draws attention. Another question that we can encounter in this discussion is whether 

cyber terrorism is a sub-branch of terrorism or a separate concept. In Jarvis & Macdonald's 

research23 on defining the subject of cyber terrorism, most of the researchers who responded 

expressed cyberterrorism as a different type that has many common points with conventional 

terrorism. In order to avoid the confusion which is that all computer-related terrorist activities 

can be accepted as cyberterrorism, the situations where computer support is used in the 

processes as advertising, information gathering and recruitment for terrorist activities can be 

defined as “computer-assisted” terrorism.24 

 

Cyberterrorism targets or uses cyberspace and has consequences outside of it. Cyber-attacks 

have potential that they can be capable of damaging national critical infrastructure, economy 

and national security. Threats include sabotage of information networks, theft of classified 

military and defense information, cyber-attacks that cause serious disruptions, and viruses that 
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disable or completely destroy service which can cause financial loss, psychological and 

physical damage. Although attacking a country's critical system is not a new type of attack, the 

fact that countries' very crucial electrical infrastructures are very intertwined with software 

makes these networks an open target since the internet is not perfect in terms of security despite 

its resilient structure25. These examples can be expanded to the critical national systems of the 

army, traffic lights, natural gas networks, water systems, hospitals, airline management systems 

and many more. Although cyberterrorism carries out its attacks with the help of malicious 

software and computer technologies instead of the weapons used by conventional terrorism, it 

is similar to conventional terrorism in its motivation to cause physical and psychological harm 

to civilians for political, religious or ideological goals26. On the other hand, while academics, 

politicians, security experts and many others share concerns about the issue, the absence of 

recorded successful cyberterrorism activity leads some to believe that, although the threat has 

undeniable potential, it has been exaggerated.27 

 

In defining cyberterrorism, some focus more on the activities, while others focus more on who 

the actors are. Denning stipulates that “an attack should result in violence against persons or 

property, or at least cause enough harm to generate fear”28 to be qualified to be defined as 

cyberterrorism. This definition can be considered as actor-agnostic. 29  Such as Denning's 

definition, these definitions emphasize factors such as actions, motivation and destructiveness 

of the consequences rather than actors. In this actor-agnostic definition the actors involved in 

terrorist act can be state or non-state actors. With advances in digital infrastructures, the 

perpetrators of cyber-attacks are easier to trace and are not always non-state actors. On the 

contrary, state actors have the power and capability to be more destructive and higher change 

to be successful. Stuxnet30 can be given as an example which was one of the first attacks that 
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attempted to cause physical damage and was that most people believe is being carried out by 

the U.S. and Israel governments. 31  Most non-state actors are unable to compete with the 

resources of large states. They, however, continue to effectively use social media and other web 

resources for fundraising, propaganda, and member recruitment. In the empirical study on the 

subject, it has been observed that ISIS and Al Qaeda organizations use platforms such as 

YouTube, Twitter and Facebook in their own ways to advertise their ideologies and reach new 

members.32 Internet allows loosely cooperated terrorist groups to aggregate, forming larger 

networks. Since they are distributed, layered, and more redundant, and consequently more 

resistant to leadership changes and disruption, and even detection. In this way, the internet has 

amplified terrorist effectiveness many folds by enabling distribution of shared ideologies to a 

much wider population.  

ACTIVISM IN CYBERSPACE  

Activism can be defined as an action or set of actions taken consciously to bring about change 

in the political, economic or social structure. It has resonated in different ways in different 

times. Sometimes people went extreme and set government buildings on fire, and sometimes it 

was enough to write messages to the editor of the local newspaper to be heard by the authorities. 

As the internet revolutionized activism, many of such actions aiming to become visible, and 

create consciousness have been moved to digital platforms together with the expansion of the 

cyberspace as it is easier to announce the cause and intention with others. While some people 

engage in digital activism only through social media or certain websites, others go further to 

right political and societal wrongdoing that they oppose. In order to reveal the changing 

structure of social movements depending on the transformation of the form of society, Jan van 

Dijk 33  revealed that this modern society type, which he called “network society”, an 

infrastructure formed in social and media networks which determines the individual and group 

organization style in society. Despite the high impact of digital platforms, while many people 

from different countries or groups may want change, fewer people actually can or are willing 
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to take action. One of the main reasons for this is that even when people believe that change is 

necessary, they may have as many reasons for not doing so as they have motivations to act. In 

the case of people who have to live in countries ruled by oppressive governments, there are 

people who are dissatisfied or are suffering from the consequences of restriction of freedoms 

and lack of fair governance of the country. While there are many things about their country that 

they have to fight against, paradoxically, they have less voice about injustices than citizens in 

countries that are relatively freer and justly governed. The restriction of freedom of expression 

is a great motivation for activism, even if it undermines these actions. For these reasons, the 

anonymity, mentioned above34 as controversial, is what the cyber world offers to people which 

is a tool for those who are struggling to express themselves freely. Although there are situations 

where anonymity cannot be fully protected from time to time, it is used by activists to “check 

on governments”35 and not easily detected by the authorities. 

 

Activism in the cyberspace offers a new and broad environment to social movement 

organizations, to activists who participate in any collective movement or to the individuals who 

want to carry out their actions independently. These contemporary activist movements in the 

cyberspace divided into three different categories such as: (1) digital spectator activities (e.g., 

assertion, metavoicing, clicktivism); (2) digital transitional activities (e.g., e-funding, botivism, 

digital petitions, political consumerism); (3) digital gladiatorial activities (e.g., hacktivism, 

exposure and data activism).36 Although these activities show similarities in motivation, they 

often spread over a wide spectrum in terms of methods and consequences.  

 

To group the effects of digital activism; (1) cognitive effects which the aim is to influence an 

individual through logic and facts, (2) emotional effects which aims to have an impact on an 

individual’s feelings, (3) financial effects which have an impact on revenues and costs, (4) 

operational effects which impact the functionality of the entity, (5) reputational effects which 

influences public view and awareness and (6) power effects which have impact on the level of 

control. 37 Differences in the categorization and definition of digital activist forms and effects 

also shape perception towards these acts. If it is mentioned about digital activism movements 
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through social media; although it is easily criticized, it should be considered valuable in terms 

of the effect it creates. In addition to the views that define the means of communication as the 

means of reaching the ideal social order, there are also those who claim that the actions put 

forward in this context do not contribute to the real forms of social struggle that help individuals 

to satisfy themselves. Critics states that such movements hinder more determined “active” 

activities, and they can be perceived as less genuine or even lazy (e.g., slacktivism 38 ). 

Nevertheless, even the power of online forums, petitions, likes, status updates, mass emails, 

retweets and shares should not be underestimated in terms of their effect on collective action. 

Increased transnationalization with the social media allows messages and reactions to spread 

and multiply more quickly by force of “more virtual, more fluid, more decentralized, more de-

institutionalized and more global” nature of online activism.39  

HACKTIVISM EXPLAINED  

In the past, computer technology was used to give digital support to activism for communication 

purposes. With the media boom in the mid-90s, activists with computer programming 

knowledge began to discover new and different channels which they could react in different 

forms.40 Thus, activism in the digital environment has begun to change. Hacktivism, being a 

part of the change, was defined as the combination of hacking and activism, which includes 

“illegal or legally ambiguous” hacking methods, and targets to disrupt an organizational or 

individual target without causing serious damage.41 “Web sit-ins, virtual blockades, automated 

e-mail bombs, web hacks, computer break-ins, computer viruses and worms” can be given some 

of the examples of methods that are used.42 Although there are many different definitions, we 

can define it as a form of activism integrated into the digital world through information and 

communication technologies. Emergence of this type of protest in digital world can have many 
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different causes such as human rights violations, inequalities, political oppression, 

environmental protection etc. Because of the high internet dependence almost anything can 

become a target for hacktivists. These include governments, large corporations, key leaders, 

local or national public institutions depending also on the level of ease to infiltrate or disrupt.  

 

Hackers have created the cyberspace and the internet to be a free space for them. Cyberspace 

has a living nature, and only “netizens” can decide the way that nature will enter and the changes 

it will experience43. A foreign intervention or an attempt to establish power in cyberspace is 

seen as a situation contrary to the nature of cyberspace, which is unacceptable to hackers since 

they believe “non-violent intrusions to computer networks being morally permissible for 

increasing knowledge about Internet security technologies or for removing morally illegitimate 

barriers of information”44. Therefore, we see a lot of hacktivist actions, especially against 

countries that has internet censorship applications, on issues such as the free speech or free use 

of the internet.45 The groups and individuals are “arrayed across a far wider political spectrum 

than the techno-libertarian agenda with which committed ‘netizens’, including the hacker 

fraternity” 46 . Hacktivists have problems and difficulties caused by the misunderstanding, 

misrepresentation that comes from negative image of the hacking culture. The power-oriented 

broadcasting structures of the media and the desire to make news by simplifying everything and 

without going to the core of the matter mislead those who do not have much relationship with 

the culture or people who emulate it. Besides, as we can see in the hacker portrayals in Chinese 

and US media, countries motivated by their own ideologies, domestic and foreign policy 

strategies, and therefore report different hacking activities in the media in a biased manner 

depending on the type and origin of the activity.47 In other respects, for hacktivists their actions 

are necessary steps for change. 
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When we consider activism as a form of protest, we are presented with five common methods 

used in this context: (1) Denial-of-Service attacks, (2) site defacements, (3) site redirects, (4) 

virtual sit-ins, (5) information theft.48 The word ‘hack’ gives the impression that computer 

programming knowledge is important. Considering the abundance of simultaneous hacktivist 

operations, the large number of people involved and the human circulation, it does not seem 

likely that all individuals involved are hackers with advanced computer programming 

knowledge. One of the most used methods, DDoS (distributed denial of service) aims to block 

access to the targeted website with the mass involvement of the “voluntary or involuntary 

botnets”.49 It is a highly preferred and prevalent method, since it allows hacktivist organizations 

to create masses quickly.50 One of the reasons why methods like DDoS remain popular even as 

technology evolves rapidly is to create an integrated version of the participation on the streets, 

which is the place of direct action in activism, in the digital world. In this way, it is possible to 

create electronic civil disobedience by creating virtual sessions.51 Virtual sit-ins also aim to 

disrupt access to a targeted website by reloading the webpage, but unlike DDoS method, the 

reloading is attempted only by individuals.52 Therefore, it is considered a more democratic form 

of hacktivism.53 These two collective methods do not require extremely advanced computer 

programming knowledge which pave the way for to gain new members which enables 

collective action. The other three methods mentioned are carried out through unauthorized 

access to servers, and site defacement which are the most popular among three, in which the 

site is changed to give a specific message, site redirects are used to redirect to another site to 

give a message, and information theft is a special information obtained by unauthorized 

access.54  

 

In 2000, a hacktivist group called Electrohippies carried out DDoS attacks on the World Bank 

and IMF websites for a cause which is represented as “a world where e-commerce is balanced 
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by e-protest”. The hacktivist group believed that their actions were not criminalized, and at the 

time there was no legal consensus on these actions, and although their identities were known, 

they were not punished.55 As in this case, some believe that hacktivism should be separated 

from hacker groups that are financially motivated or destructive in nature while some associate 

it entirely with terrorism. Others summarize the situation as that “hacktivist actions are neither 

a dangerously criminal nor a totally justifiable political practice”56. Individuals (or groups) who 

perform these actions strive to get their message across to governments, global organizations, 

businesses, and society at large. These actions sometimes cause reputational losses as well as 

financial losses to the institutions that are the target of the action. While they define themselves 

as “heirs to those who employ the tactics of trespass and blockade in the realm of real-world 

protest”57, there is no consensus on the subject. Some perceive “either negative, such as ‘e-

bandits’, ‘cyber lynch-mobs’, ‘cyber terrorists’, and ‘online avengers’, or positive, such as 

‘freedom fighters’, ‘digital Robin Hoods’, and ‘white knights’”58. Although hacktivism is a 

concept that transcends borders, it may be seen as more acceptable or even necessary due to 

certain political, social and economic conditions in some countries. On the other hand, 

hacktivists, who are described as “stateless, elusive, sometimes lawless and almost always 

anonymous”, may not be seen as necessary in the same way in countries that “protect privacy 

and that recognize generously interpreted freedom of expression”59. 

 

According to some sources, information identified as leaks is delivered through hacktivism or 

through the delivery of an 'insider', and this is categorized as the 'exposure' category of digital 

activism.60 Although all systems have their own vulnerabilities, one of the weakest links is the 

‘human’ element. For this reason, it seems that over time, we will be faced with bigger actions 

as a result of ‘insider’ information leaks from supporters/sympathizers who are employed in the 

system and have problems with power/authority and think they have been treated unfairly. 

Wikileaks, which describes itself as a “non-profit media organization61”, is a well-known 
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example of this. Wikileaks and Anonymous, two of the most widely heard online activist 

groups, while they are examples from different spectrums of hacktivism for some sources, there 

are also actions in which these organizations cooperate.62 

COMPARISON  

In this section, the so-called ‘thin’ line between cyberterrorism and hacktivism will be examined 

in detail while points of intersection will also be mentioned. These two fields, which are similar 

in terms of propaganda, recruitment, fundraising, and the tools and techniques used, differ from 

each other, especially in terms of publicizing and announcing the aims of the actions to the 

public, due to the efforts of cyberterrorists to keep their objectives less clear to public.63 For 

hacktivists who aim to raise public awareness and draw attention to an issue, it is very important 

that their organizational identity and aims are fully understood. If we try to explain 

cyberterrorism through hacktivism, it can be mentioned that there are three different categories 

of hacktivists, depending on how they approach their activities in cyberspace: whether they (1) 

merely use cyberspace, (2) misuse, or even (3) abuse (or offensively use) it, which possibly 

strays into the realm of cyber-terrorism.64 The abusiveness can depend on the level of disruption 

that the groups desire and realize. As seen in definitions, expressions such as “without serious 

damage” are frequently used while identifying hacktivism.65 In contrast, for cyberterrorism 

aiming harm is one of the main characteristics.66 

 

If we summarize most mentioned types of the attacks within the scope and methods of 

politically motivated cyberattacks under several categories: (1) unauthorized access, which the 

main goal of is to gain access to a network to obtain information or to gain an advantage over 

the other party, (2) destruction which the main purpose is to destroy or damage computer 

systems, (3) Denial of Service which aims to lock down online computer systems, (4) defacing 

websites which aims to disrupt or deface websites to falsify the information on the website and 

make it suitable for the propaganda or awareness. From a methodological perspective, both 

hacktivists and cyberterrorists may use these similar tools that are aforementioned. If we take 

the example of accessing information through cyber-attack and system intrusion, different 
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actors may differ in what is done with this information afterwards. The goal to use this 

information informs the next step. For a cyberterrorist, this may be to use the information to 

create politically or financially strategical leverage (e.g., blackmail or fund extortion)67, while 

for a hacktivist it may be to inform the public by disseminating the information (e.g., leak). 

Although all of these actions are likely to be criminalized in terms of the illegality of the 

methodology, the actions may carry positive or negative deviance in terms of public or 

institutional perception.  

 

While explaining the differences between hacktivism and cyberterrorism, it is necessary to 

consider both motivation and results of actions. Hacktivists are differentiated from 

cyberterrorists in that they are more concerned with the welfare of society or do not set out to 

harm. If their actions reach a level that destroys, seriously harms people, and creates an 

atmosphere of fear in society, these actions will shift to the field of cyberterrorism. The 

distinction can be explained as:  

 

“Cyberterrorism, which might include phenomena like hacking into air traffic control systems 

in order to crash airplanes, is still a hypothetical phenomenon. It is separated from hacktivism 

by its willingness to cross over into violence against actual human beings, or substantial damage 

to physical property.”68 

 

When they are compared in terms of their organizational structure, the structure of activist 

organizations can be described as (1) segmented, which represents informality and fluidity of 

the organization, (2) polycentric, which highlights the absence of one leader or center (3) 

integrated, which represents the ease to find ideological coherence and (4) networks, which are 

non-hierarchical, non-limited.69 In contrast to this relatively loosely organized structure, it can 

be said that terrorist groups have a stricter hierarchy and centrality and show differences in 

terms of admission (e.g., entry or exit) to the organizations. Many methods such as sit-ins and 

DDoS, which require mass participation in order to be effective, are identified with hacktivism, 

not terrorism. So much so that hacktivist groups EDT and Electrohippies “view their operations 

as acts of civil disobedience, analogous to street protests and physical sit-ins, not as acts of 
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violence or terrorism”.70 Therefore, cooperation is easier and stronger for hacktivists than for 

terrorists, both because of the nature of activism and because of the less hierarchical or more 

loosely organized schemes mentioned above. 

 

Since the hacking culture originally rooted on the idea of “innovative use of technology to solve 

a problem”71, it can be concluded that hacktivist groups are much more open to innovation than 

cyberterrorists. On the other hand, new methods may seem too risky for cyberterrorists because 

of their more result-oriented nature since an action without sufficient damage will not bring the 

desired sound, and therefore how sophisticated the attack is relatively less important.72 For 

terrorists, the magnitude of the damage they inflict is more important than the sophistication of 

the method used since as it increases the attention they attract and the pressure or fear they 

create on society. It is not surprising that they continue to use old methods rather than risk 

failing. Terrorist acts, where it is most effective to make noise through subversion, cyber-

terrorism methods do not seem to be the most optimal way from a cost and benefit perspective, 

as they are costly and do not cause enough damage73. While a conventional bomb is still more 

damaging than a cyberattack, the risk of cyberterrorism will continue to exist in our lives with 

our dependence on technology and the rise of internet of things devices, therefore, it may be 

possible that we may see the days where perpetrators can conduct online operations that enable 

“physically harming someone as easy as penetrating a Web site is today”74. 

 

As to how they are perceived, in a study, which examines the view of the member states of 

OSCE (Organization for Security and Co-operation in Europe), the world's largest regional 

security organization with the participation of 56 countries, on the concepts of hacktivism and 

cyberterrorism75, such conclusion has been reached that: 

 

“Hacktivists and cyberterrorists share many tools and methods, but the main differences 

between these phenomena are intended use of violent methods and level of concern for the 

welfare of the other users. However, academia, governments and mass media often place 

hacktivism and cyberterrorism in the same category. OSCE states have responded to hacktivism 
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and cyberterrorism with domestic legislation and institutions, international conventions, 

technical measures, and specialized institutions.” 

 

The definition of terrorism in line with the ideologies, policies and interests of countries gives 

rise to this debate. “Combination of ambiguity about what terrorism is and is not, combined 

with the power of such a pejorative label, created opportunities for the social construction of 

terrorism to serve very specific interests.”76 To discuss the issue with a few case studies, 

Operation Titstorm can be given an example, which was realized with Anonymous attack on 

Australian government websites and e-mail addresses as a result of Kevin Rudd government’s 

decision to ban some pornographic content on arbitrary grounds. When the case is analyzed in 

terms of Australian anti-terrorism laws, the law should include “low harm” actions to exclude 

Operation Titstorm or a similar action from the political protest exemption and for it to be 

considered a terrorist act, since such actions only caused low economic damage, not injury or 

death of any person.77 Although in this example such an inference is drawn from Australian 

anti-terrorism laws, in fact the statement “insufficient safeguards in the current legislation to 

maintain a distinction between acts of 'hacktivism' and 'cyber-terrorism'”78 applies to other 

countries as well. Due to attacks with high media coverage such as DDoS and the fear of 

countries and organizations of cyber threats, hacktivism can easily be labeled as terrorism even 

if it does not meet any of the conditions.79 Another example is the case of Turkish leftist 

hacktivist group Redhack, which was particularly active between 2012 and 2017, differs from 

other hacktivist groups in Turkey by its non-patriotic nature.80 One of the most high-profile and 

legally troublesome actions of the group was the attack on official websites and sharing 

sensational information with public by hacking different websites and mail addresses belonging 

to the state. During the trial process, their cases started to be tried for terrorism, not cybercrime 

with judges changing their minds which can be explained by the fact that the judiciary and 

security bodies in Turkey consider any individual or organization that attacks or opposes the 

state as terrorist. 81  Redhack, which has been described as a “terrorist organization” by 
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mainstream media in Turkey, responded on their social media accounts with “Only in one 

month police put 65 people into coma, injured 10,000, left 12 eyeless and killed 5. They called 

us terrorists” comment by referring to information from the security forces they hacked.82 

CONCLUSION  

Developments change human behavior, changing human behaviors create new needs, new 

developments arise from emerging needs, and the loop continues. The facts that human beings 

can benefit from the information flow of the internet, can easily reach information around the 

world, and accordingly can be affected by everything that happens without being limited to 

their neighbors, has made them world citizens. The acceleration of globalization with these 

developments have changed the perspective of all individuals towards the world and to both 

international and local events. The world got smaller so much that political and societal issues 

from a particular region have become everyone's problem with the changes of regionalization 

concept. If we were not at a point where globalization is at its peak point, it would not have 

attracted the attention of anyone outside of the region where injustices suffered in one corner 

of the world, and perhaps no one would even know about others. In addition to the positive 

results and opportunities of sharing our values and problems with larger masses, such as 

distances being close and the voice of social issues being heard in the international community, 

there are also areas that can be exploited by users, organizations, and officials.  

 

Actors behind the politically motivated hacking can be identified as nation states, terrorists, or 

other socio-political groups. However, in some cases the distinction between these actors has 

been blurred, which makes problematic to distinguish between them. Even if similar methods 

are used by both hacktivists and cyberterrorists, differences in factors such as motivation, level 

of damage intended to be inflicted, structure of the groups, ethical considerations are helpful in 

differentiating the actions and the actors. For hacktivists, it is preferable to draw attention to a 

problem with actions taken on digital platforms. Activities are generally not destructive in 

nature, e.g., instead of destroying a system, hackers aim to temporarily render it inaccessible or 

malfunctions. This is one of the main points where it differs from cyberterrorism. On the other 

hand, cyberterrorism acts aim to be damaging, subversive, destructive and corrosive to the 
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system. But it should not be forgotten that there is always the possibility of hacktivism turning 

into cyberterrorism depending on both the point of view and the degree of damage. Therefore, 

activist groups need to consider the consequences of their actions well and draw the line 

precisely. 

 

The fact that the definition of terrorism varies according to different people and countries is an 

important problem encountered when trying to distinguish between different activities in the 

cyber world and the consequences of these actions. Terrorism is used as a tool for the fulfillment 

of political goals in the international political arena and conventional methods of terrorism are 

still heavily used to achieve these goals. Nevertheless, to combat the threat of cyberterrorism 

and to take precautions, states and international actors need to take initiatives so that this is not 

left to the arbitrary discretion of countries. Although theoretical discussions are useful in 

understanding the issue, it is likely that the states will continue to label actions according to 

their ideology, interests and policies. Therefore, activist groups will continue to be stigmatized 

as terrorists. In fact, since the differences between hacktivism and cyberterrorism have so far 

not been possible to differentiate on the international legal perspective, some argue that 

cyberterrorism is an exaggerated issue that states exploit in order to regulate internet and control 

activist easier. In this context, fair trials, detailed academic and legal studies, and the role of 

independent media have an important role to play in creating an impartial public perception, as 

such concepts of crime are socially constructed. 
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